
Generative AI (Deepfakes)



Text-to-Image

“A realistic photo of the bombing at the Pentagon”



Text-to-Image

“A diverse group of people sitting at the bar in an elegant wine tasting lounge in 

Northern California, drinking and chatting.”

additive noise

denoise



Text-to-Video
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Real-Time Video
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Threats

fraud/elections disinformation information security



challenges
unprecedented speed of AI

many players from AI-tech to big-tech

open-source models

solutions (legislative)
copyright infringement

choke points:

financial institutions

infrastructure

solutions (non-legislative)

proactive (watermark/fingerprint)

reactive (forensic analysis

incentives (model poisoning)



Predictive AI

Machine Learning (ML) ≠ Artificial Intelligence (AI)

The best way to repeat history is to train ML on historical data


