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How is advanced AI built?

• At its core, AI learns patterns from data

Source: NPR, Canine Or Cuisine? This Photo Meme Is Fetching, 2016

Labradoodle or Fried Chicken?
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How is advanced AI built?

• At its core, AI learns patterns from data

• To create chatbots, the labels are generated 
automatically from existing data (say, on the Internet)

• For example, the sentence “What is your name?” turns 
into four examples in the training data:

• This process is repeated *trillions* of times

Example Correct answer

What is your ? name

What is name? your

What your name? is

is your name? What



How is advanced AI built?

• After this step is completed, we have a very powerful, but 
very limited, “autocomplete” system

• How can we use it to solve real-world tasks as an “agent”?

• The answer: Reinforcement learning



Reinforcement learning has proven to 
be an extremely powerful technique

But the same technique has also led to loss-of-control incidents

Mathematics Cybersecurity Loss of control



Looking ahead: 
Recursive self-improvement (RSI)?

• Using AI systems to improve AI systems

• We have always used advances in computing to build 
better computers

• What’s different: Proposals to take humans out of AI 
development

• Where we are today: Rapid progress on verifiable tasks

• Limitations in creativity and judgment for open-ended 
tasks



How can developers reduce AI risk?

Defense 1: Alignment. Change the AI 
system itself. 

Example: Use reinforcement learning 
to “reward” good behavior and 

“punish” bad behavior

Defense 2: Control. Monitor and 
prevent harmful AI actions

Example: build a “sandbox” around 
the AI system to prevent it from 
taking actions in the real world



The OpenAI-Hugging Face incident

• Thousands of OpenAI agents hacked 
Hugging Face

• Communicated with each other via side 
channels

• OpenAI discovered this a week after the 
attack

• The agents had been running for months



The OpenAI-Hugging Face incident 
as an alignment failure

The AI system was “rewarded” for:

• Communicating with other agents

• Taking shortcuts 

• Sharing messages in side channels

The Hugging Face incident resulted from all of these behaviors!



The OpenAI-Hugging Face incident 
as a control failure

When the experiment was run, OpenAI:

• Disabled any monitoring of the agents

• Didn’t test if the agent could bypass security firewalls

• Ran thousands of unmonitored agents for *months* 
without human oversight



The OpenAI-Hugging Face incident 
as an organizational failure

OpenAI discovered the agents’ illicit communication weeks 
before the incident occurred. In response:

• It fixed one small problem in the sandbox and restarted 
the experiment

 (As if the agents couldn’t find another problem)

• Ran multiple other experiments with the agents on the 
open internet 

• Prioritized speed over responsibility, in a “move fast and 
break things” mentality



These failures affected nearly every single 
agent incident from the last few months



A layered approach to AI safety



• Clarify and strengthen liability, building on AB 316

• Require insurance against a threshold of liability

• Require third-party evaluators to audit safety practices

• Broaden transparency via incident reporting, safe harbors, 
and whistleblower protections at lower thresholds

A layered approach to AI safety
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• Clarify and strengthen liability, building on AB 316

• Require insurance against a threshold of liability

• Require third-party evaluators to audit safety practices

• Broaden transparency via incident reporting, safe harbors, 
and whistleblower protections at lower thresholds

• Public support for the adoption of defensive AI

• Public support for AI safety research 

• Coordination between AI companies and defenders

A layered approach to AI safety
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